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1

Executive Summary

This report describes the status of radio interoperability projects managed by the Western Region
Homeland Security Advisory Council (WRHSAC) supported by annual homeland security grant funds. Its
objectives include (a) review of existing project plans both within and outside the WRHSAC purview; (b)
evaluate the status of all projects and timelines and ensure projects are on track within grant deadline
dates; (c) update the WRHSAC on current interoperability projects region-wide and continue to provide
committee with monthly updates throughout the contract period; and (d) provide written comments
and schematic drawings of the status of interoperability plans to the WRHSAC. The initial publication of
this document satisfies the requirements for the deliverables of Task 1, including D-1.1, D-1.2 and D-1.3.
This document will be kept current and will be updated monthly as appropriate.
Other work performed for this project for which this report addresses project updates, will include
(a) identifying service gaps and redundancies; (c) assisting the WRHSAC in working through
implementation issues with vendors; (c) providing direction in the development of protocols for the use
of systems and patching; and (d) identifying enhancements to the regional voice emergency
communications systems for future funding.
The work performed for this project led to the following findings and recommendations:
• Finding #1: Additional project documentation and management artifacts are required - The
Gantt chart, basis of estimates (BOE) and risk artifacts, perhaps among others, are needed
to better understand, forecast and control all WRHSAC projects.
• Finding #2: Interoperability vision and strategic plan required for Western Region.
Section 2 of this report presents an introduction to communications interoperability and a summary
of Western Region radio interoperability systems. Section 3 presents the standard approach being used
to describe regional interoperability projects. Section 4 applies this approach to each WRHSACidentified project to assess and Section 5 summarizes overall findings and recommendations from these
project assessments.

2

Introduction
2.1

Communications Interoperability

The Department of Homeland Security (DHS) defines “interoperability” as
… The ability of emergency responders to communicate among jurisdictions, disciplines, and
levels of government, using a variety of frequency bands, as needed and as authorized. System
1
operability is required for system interoperability.

The DHS Office of Emergency Communications defines the Interoperability Continuum (shown in
Figure 2-1) as:
Developed with practitioner input by the Department of Homeland Security’s SAFECOM
program, the Interoperability Continuum is designed to assist emergency response agencies and
policy makers to plan and implement interoperability solutions for data and voice
communications. This tool identifies five critical success elements that must be addressed to
achieve a sophisticated interoperability solution: governance, standard operating procedures
1

U.S. Department of Homeland Security, National Emergency Communications Plan, July 2008, p. 2.
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(SOPs), technology, training and exercises, and usage of interoperable communications.
Jurisdictions across the Nation can use the Interoperability Continuum to track progress in
2
strengthening interoperable communications.

The figure implies that improved communications interoperability is indicated as a region’s
Continuum elements are characterized by capabilities moving to the right in the figure, indicating a
greater maturity in communications interoperability.

Figure 2-1. DHS SAFECOM Interoperability Continuum.
The Continuum shows that these “five critical success elements” indicate the maturity of
communications interoperability as assessment factors, but they do not represent – or present - best
practices for achieving this interoperability. For example, there is no mention of “how to achieve” any
continuum level of communications engineering, so there is no mention of communications systems
engineering. A more holistic approach to achieving communications interoperability certainly includes
establishing Governance – as in the Continuum and represented by the WRHSAC in the Western Region.
However, five additional planning success factors are required to achieve these Continuum elements or
assessment factors. The best practices needed to plan communications interoperability must also
include:
•

•

•

Resources—all aspects of resources and resource planning for interoperability architecture,
including funds for acquisition and sustainment (operation and maintenance), people, and
infrastructure.
Approach—all the best practices needed to design interoperable capability, such as
organizational development and effectiveness, business case analysis, enterprise
architecture, cost/benefit analysis, systems engineering, program and project management,
funding acquisition strategy, standards development, and so forth.
Architecture—this category includes the critically important integration between people and
technology in the interoperability architecture, including:
o All operational aspects (e.g., expertise, experience, standard operating procedures/
guidelines and timelines, integrated training and exercises, etc.), and related operational
standards, intended to “prevent, detect, protect, alert, respond, and recover.”

2

U.S. Department of Homeland Security, Interoperability Continuum: A tool for improving emergency response
communications and interoperability, Project SAFECOM, www.safecomprogram.gov, p. 3.
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All physical facilities, including structures and hardware/software systems, physical
infrastructure (location, security, facilities, networks, etc.), IT/communications
equipment and infrastructure and related technical standards, necessary to implement
trusted shared understanding.
Performance—the detailed quantitative performance requirements for interoperability to be
achieved, such as speed, accuracy, reliability, sustainability, and resiliency.
Acceptance—all aspects of getting stakeholder “buy in” from all levels of government
leadership and the community, as well as the responder-receivers, their planning personnel
3
and leadership, the “press,” and the public—all to establish shared trust.
o

•
•

This assessment project considered
each of these five success planning
factors in its methodology for supporting
project updates for the WRHSAC in
achieving radio communications
interoperability in the Western Region.

2.2

The Western Region

Massachusetts is at the center of the
New England region and is divided into 14
counties as shown in Figure 2-2. The
demographics for the Western Region are
Figure 2-2. Massachusetts counties.
shown in Figure 2-3. The Massachusetts
Statewide Interoperable Communications
Plan (SCIP) presents geographic and demographic descriptions of each of
the Homeland Security Planning regions. Each county has unique
landscape, borders, and environment which – when combined with the
lack of strong county government in most counties - directly affect the
interoperability “landscape” in Massachusetts. The Western Region
Counties are:
• Berkshire – Berkshire is the westernmost Massachusetts County
located in a hilly region extending north to the Vermont border
and south to Connecticut, with New York State on its western
border - populated with 30 rural towns and two small cities,
Pittsfield, the Berkshire County seat, and North Adams.
• Franklin - Franklin County is the most rural county in
Massachusetts, will rolling forest-covered hills and hidden valleys
bordered by the Massachusetts counties of Worcester to the east,
Hampshire to the south, and Berkshire to the west – and with the
counties of Bennington and Windham in Vermont and Cheshire in
Figure 2-3. Western
New Hampshire along northern boundary.
Region demographics.
• Hampshire - Hampshire County, with County seat in the City of
Northampton as one of its 22 cities and towns, is surrounded by

3

Robert I. Desourdis, Peter J. Rosamilia, Christopher P. Jacobson, James E. Sinclair, James R. McClure, Achieving
Interoperability in Critical IT and Communication Systems, Artech House (Boston, London), ISBN 978-1-59693-3897, July 2009, pp. 13-14.
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•

other Massachusetts counties, namely Franklin (north), Berkshire (west), Hampden (south), and
Worcester (east).
Hampden – Contains Springfield, one of the largest cities in the State, borders Berkshire (west),
Hampshire (north), and Worcester (east) as well as Connecticut to the South.

Figure 2-4 shows a rank ordering of threats to the Western Region from the Massachusetts SCIP.
Note that fire and natural disasters are the highest priority hazard vulnerability.

Figure 2-4. Homeland Security Planning region hazards ranking. 4
The geography and demographics of the Western Region represent several radio communication
challenges such as densely wooded areas and irregular terrain in the form of low mountains and rolling
hills. Although the antenna high sites on these low mountains offer a range advantage across adjacent
planar areas, they also serve as obstacles that block land mobile radio and microwave radio signals –
complicating coverage and backhaul planning. Moreover, the necessary use of these high sites to
achieve radio coverage, often installed on unpaved mountain roadways, means winter access in the
characteristic heavy snows of the Western Region is difficult. As many of these sites are located in
clearings in wooded areas, the risk of fire damaging or destroying these sites is also significant. In fact,
the “West” threats shown in Figure 2-4 are not only risks to the population in the Western Region, but
these threats are also represent the greatest risk to the Region’s public safety radio systems at a time
when they’re most greatly needed. For these reasons, hardened radio sites and antenna towers with
multiple backhaul paths (e.g., microwave path loops) are required to sustaining critical public safety
communications operation during these threats.

4
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Conventional lessons learned show again and again that emergency communication systems must
be used on a daily basis to ensure that those using it establish the necessary familiarity with the
equipment and that its operation is frequently verified in the event of a major emergency. It is arguably
for this reason that the Usage element in the Interoperability Continuum shown above in Figure 1
suggests “Daily Use Throughout Region,” suggesting the greatest level of multi-agency user
interoperability.

2.3

Western Massachusetts Radio Interoperability 5

Franklin, Hampshire, and Hampden Counties both have county-wide and multi-county radio systems
in operation: to enable day-to-day public safety communications interoperability. Two UHF radio
interoperability systems operate in the region, the Franklin County Emergency Communication System
(FCECS) and the Western Mass Law Enforcement Council (WMLEC) radio communications system. The
following radio systems provide capability in the Western Region.

2.3.1 Franklin County Emergency Communication System

The FCECS grew out of a project by the Tri-State Fire Mutual Aid Association, an organization that
has been in existence in the region for more than 50 years. Currently, the Tri-State Fire Mutual Aid
Association is a Fire Mutual Aid group with members in Southern Vermont and New Hampshire, Franklin
County (Massachusetts) and several Massachusetts communities outside Franklin County. The FCECS fire
SOP’s are identical to the Tri-State SOPs. Thus, Southern Vermont and New Hampshire work on those
same protocols when using the FCECS. Moreover, the Southwestern Fire Mutual Aid Dispatch Center in
Keene, New Hampshire has radio capability on the FCECS UHF System. Tri-State members serve as our
primary fire response to the Vernon Nuclear power plant located in Vernon, Vermont.

2.3.2 Western Massachusetts Law Enforcement Council UHF Network

The Western Massachusetts Law Enforcement Council (WMLEC) is a duly constituted IRS Sec 501(C)
3 nonprofit corporation. The organization's objectives are the enhanced operations and functionality of
municipal police departments for the purpose “police mutual aid”. WMLEC has implemented and
managed a two-county law enforcement (Hampden and Hampshire) radio network for nearly 30 years.
Several federal, state, college/university, and abutting Connecticut agencies (inter-state
communications) use this voice network for interagency emergency communications.
WMLEC implemented a wireless data (cruiser laptop) system for 27 cities and towns in the same
region. In 2003, WMLEC was awarded a DHS grant to expand the UHF system into Franklin and Berkshire
counties and also to increase capacity so as to include the fire and EMS disciplines. Through the WMLEC
partnership with the WRHSAC, the affiliated membership now numbers 101 communities covering all of
Western Massachusetts.

2.3.3 Berkshire County VHF Network

A single VHF network channel covers a significant portion
of Berkshire County. A lack of spectrum in the VHF band and
proximity of Albany, New York, limit the expandability and
extendibility of the Berkshire System.

5

This subsection of the report was adapted directly from the subsection 4.2.2.1 of the Massachusetts SCIP,
(hereinafter referenced as the SCIP), pp. 4-37 – 4-40.
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2.3.4 Regional Consolidated Dispatch Centers and Control Points

The regional dispatch centers located at Shelburne Control (see Figure 2-5) and Northampton
Control are owned and operated by the Massachusetts State Police and have similar functionality,
although they use the FCECS and WMLEC UHF systems, respectively, and not the Massachusetts State
Police statewide 800-MHz system. The principal functions of Shelburne Control are to:
• Dispatch appropriate services, including police, fire, ambulances and ancillary services
• Answer the National Alert Warning System (NAWAS) phone and serve as the contact point for
Franklin County
• Serve as the control point for
the Fire & EMS mobilization
plan for Franklin County
• Serve as the Tri-State Fire
Mutual Aid System for Franklin
County, Southern Vermont,
New Hampshire, and several
Massachusetts counties
• Serve as a warning point for
dam failures, nuclear
exercises, air medical
Figure 2-6a. Agencies dispatched by Shelburne Control.
coordination, weather
emergencies, etc., in Franklin
County
• Serve as the control center for
Mass Casualty Incidents in the
Franklin County area.
• Participate and be continually
monitored by the EMD QA
(Quality Assurance) program
The local agencies dispatched by
Shelburne Control are shown in the
Communications Asset Mapping (CAM)
plot in Figure 2-6a. Northampton
Figure 2-6b. Agencies dispatched by Northampton Control.
Control performs similar functions,
dispatching for those agencies shown in the CAM plot of
Figure 2-6b. The Berkshire County Sheriff’s Office
dispatches for the agencies shown in the CAM plot of
Figure 2-6c.
The Western Region RF systems provide talk-around
and relay-based multi-agency and multi-jurisdiction
interoperability for day-to-day as well as planned events
and small-to-major incidents. The interconnection
between systems through dispatch patching, as well as
the consolidated dispatch of multiple agencies, is
handled through Berkshire County Sheriff’s Department,
Shelburne Control, and Northampton Control. These
Figure 2-6c. Agencies dispatched by the
regional dispatch centers cannot fully “back each other
Berkshire Sheriff’s Office.
up” and all employ single-threaded (single point-of-
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failure) telecommunications infrastructure. There is no information sharing capability or network other
than voice and telephone lines among the Massachusetts Centers or among the Tri-State Command
Centers.

3

Technical Approach

This section of the Monthly WRHSAC Interoperability Project Update presents the technical
approach for collecting, reviewing and assessing radio interoperability projects in the Western Region.

3.1

Project Status Template

Achieving interoperability requires interoperable planning. In other words, a common set of bestpractice project management artifacts should be established and maintained for all WRHSAC projects.
These artifacts would:
• Provide maximum WRHSAC visibility into progress versus cost
• Rapidly identify risk to performance, schedule or cost to permit timely corrective actions
• Discover potential economies of scale in usage or time sharing of WRHSAC resources and
personnel
• Provide WRHSAC and vendor project managers with consistency and completeness in reporting
project performance
• Adopt standard narrative and graphic descriptions of WRHSAC projects.
These benefits simplify the integration of these projects into regional public safety communications
enterprise views for interoperability gap and resilience assessments. In addition, they manage the
expectations of the WRHSAC and establish standards to be institutionalized over the long term. Thus,
the standardized project template adopted for this report, which provides a common survey tool for
information collection, includes the following elements:
• Project Title – Provides a brief descriptive project title as defined by the WRHSAC
• Overview – Gives a one paragraph summary of project goals and objectives
• Funding – Identifies the fiscal year, project start and stop dates
• Description – Presents a detailed narrative with simplified operational view or graphic and
Functional block diagram, depicting the major functional components produced by the projectdefined system or service
• Project management artifacts – Standard project management artifacts, such as the:
o Gantt Chart, showing tasks in the work breakdown structure (WBS), task schedule and
dependencies, important milestones (including grant end date), and the critical path.
o Basis of Estimate (BOE), to calculate necessary project resources before a project begins
and to estimate a suitable range for vendors bid prices
o Risk identification and mitigation – Table of prioritized risks, the impact of the threat
identified by the risk is realized, and the pre-event and post-event actions to mitigate
the risk and associated costs, using a Risk Register (RR) and Probability Impact Diagram
(PID), whenever possible.
• Future growth – Potential improvements or further capability enhancements that become
possible with successful completion of the project
• Finding and recommendations – Assessment observations and conclusions with associated
recommended actions.

WRHSAC09-InteropsConsultant
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Thus, each of the WRHSAC-managed interoperability projects will be documented using this
template. Each project assessed will use this template presented in Section 4 of this report. The
template elements become sub-subheadings in Section 4.

3.2

Project Assessment Approach

Project data is collected by reviewing existing WRHSAC documentation and performing site visits.
Artifacts are documented during these visits, compared to supporting documentation, and then used to
create report text and narratives. Gantt charts are created from available schedule information, and the
associated WBS tasks are drawn either from direct project activities or assumed activities given the
scope of the project work. Over time, these assumed activities will be vetted with the individual project
managers to verify or update the WBS and associated Gantt charts.

4

Project Assessments

The standardized project assessment template described in subsection 3.1 was used to describe five
WRHSAC-identified projects using Federal Fiscal Years (FFY) dates, namely:
1. Berkshire FFY08- Alarm System FCC Licensing (see Section 4.1)
2. Berkshire FFY09- Simulcast System Build Out (see Section 4.2)
3. FCECS FFY09 Route-202 UHF Coverage Enhancement Project (see Section 4.3)
4. WMLEC FFY08 - Simulcast Coverage Expansion Project (see Section 4.4)
5. FFY10 Interoperability Hardness Project (see Section 4.5)
Table 4-1 shows the funding profile for each of the five projects addressed in this WRHSAC project
update report. Engineering studies for the planned microwave links in Berkshire County and the FCECS
Route 202 fill-in coverage effort have also been performed. While the actual Rte-202 microwave link
will be built with PSIC funds, the site selection process required that only locations with Line-Of-Sight
(LOS) to another FCECS microwave hub be considered. Therefore, those studies were conducted and
the results delivered to the project coordinators.
Table 4-1 Project summary information
Title
Berkshire FY08
Berkshire FY09
FCECS FY09 Rte
202
WMLEC FY08
FFY 10
Interoperability
Hardness
Project

Synopsis
FCC license for proposed alarm system
Simulcast expansion into North Adams, with
microwave from Sheriff’s Office, build foursite alarm system
1. Enhance UHF coverage in two areas along
Rte 202, Orange and Shutesbury areas
2. Add new regional channels for both areas.
Coverage expansion with five new simulcast
sites and additional regional channels
1. Identify infrastructure single points of
failure
2. Recommend system
redundancy/hardening solutions
3. Prioritize those solutions by effectiveness
4. Implement the chosen solutions

WRHSAC09-InteropsConsultant

Budgeted
$7,283

Start date
04/2011

End date
02/2012

$850,000

TBD

12/2012

$300,000

TBD

02/2012

$1,083,000

TBD

02/2012

$894,244

TBD

02/2013
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4.1

Berkshire FFY08- Alarm System FCC Licensing

4.1.1 Overview

FCC licensing of a proposed narrowband MESH-based radio-site-monitoring alarm system is
required.

4.1.2 Funding

Originally a placeholder for $10,000 was included in the FFY08 simulcast expansion project
appropriation, as part of a larger simulcast initiative for Berkshire County, to support the FCC licensing
component. As is shown in Table 4-1, at least $7,283 remains available to support FCC licensing. The
actual alarm system procurement and installation will take place with FFY09 funding: as described
below.

4.1.3 Detailed Narrative

Using FY07 Homeland Security Grant Program (HSGP) funding in calendar year 2010, the FCECS
procured and installed a UHF narrowband MESH-based radio-alarm-reporting system for the purpose of
monitoring the 14 radio sites used in its UHF countywide communications system. A condition for FY07
funding of the FCECS system was that if the
proposed technology was effective, then
Berkshire County would be funded in
following Federal Fiscal Years (FFY) for a
similar system.
The proposed MESH radio alarm system
would use Lenox Mountain as the Hub site
and server to monitor that site as well as
Borden Mountain (Savoy), Butternut Ski
Area at Warner Mountain (Great
Barrington); and when constructed, the
proposed North Adams site as shown in
Figure 4-2.
The FCC license sought would list the
Lenox site as the Fixed Base (FB) in the
system; and be authorized to serve remote
sites (licensed as MO) over a 25 mile radius
of the Lenox site. Ideally, if other radio sites
could also be licensed as FB then that would
serve to increase the geographical area over
which the frequency would be protected
from future co-channel users. The licensing
process and parallel alarm-system
implementation is shown in Figure 4-3.
The FCC licensing experience in Franklin
Figure 4-2. Berkshire MESH Alarm System Sites.
County has shown that:
• Not only is finding a suitable public
safety channel not likely, but it is also not spectrum efficient because the inadequate number of
public safety frequencies should only be used for mission critical communications. Pending on
whether the Berkshire County Sheriff’s office is eligible to hold an Industrial/Business license, a

WRHSAC09-InteropsConsultant
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private corporation may need to be used as a surrogate license holder. (See Risk and Risk
Mitigation in Subsection 4.1.4.)

Figure 4-3.FCC Licensing Workflow for the Berkshire Alarm System.

4.1.4 Project Management Artifacts

Gantt Chart. The preliminary Gantt chart for this project is shown in Figure 4-4. It is representative
only, and except for the estimated grant end date, all other dates are speculative.
ID

Task Name
Apr

1
2
3
4
5
6
7
8
9
10

May

Jun

Jul

Aug

Sep

Oct

Nov

Dec

2012
Jan

1. Secure frequency license
1.1 Engage FCC consultant
1.2 Consultant performs frequency coordination
1.3 License granted

2. Build and test alarm system
1.1 Develop draft RFQs
1.2 Select vendors
1.3 Hold for FCC license grant
1.4 Build system
Grant funds expire

12/15

Figure 4-4. Preliminary Gant chart for Berkshire FY08: FCC license for proposed alarm system.
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Basis of Estimate. No data was available to support development of the Basis of Estimate (BOE).
Risk and Risk Mitigation. The goal of this project is to license the Industrial/Business spectrum
associated with the proposed alarm system to the Berkshire County Sheriff’s office. A unique set of
circumstances prevented the Franklin Regional Council of Governments (FRCOG) from holding such an
FCC license. The FRCOG uses a corporate surrogate to hold the license, a process which is permitted
under FCC rule part 90.179 (i.e. 47 CFR §90.179), which describes Industrial-Business license sharing by
local, state and federal agencies. Should the Berkshire County Sheriff’s Office not be eligible to hold an
Industrial-Business FCC license, then the Franklin county model would need to be employed, where, for
example, Pittsfield Communications could hold the license – with a FCC required written agreement in
place.

4.1.5 Future Growth

Because of the inherent MESH technology proposed, the system can expand to any area in Berkshire
County, should additional radio sites be needed.

4.2

Berkshire FFY09- Simulcast System Build Out

4.2.1 Overview

The Berkshire County Emergency Communications Group (BCECG) serves as the governance body
for Berkshire County public safety communications. The FFY09 BCECG Simulcast Build Out consists of
three (3) distinct components, which are:
• Add new VHF and UHF radio gear at the North Adams site for improved radio coverage in the
City of North Adams and Town of Williamstown areas
• Install a point-to-point licensed microwave link between a new tower (to be constructed
May/June 2011 at the Sheriff’s office) and the proposed North Adams radio site
• Procure and Install the four-Site MESH alarm system.

4.2.2 Funding

The funding available for this project is $850,000 and must be spent by February 29, 2012.

4.2.3 Detailed Narrative

The VHF upgrade portion of this project will add five (5) VHF simplex base stations, one (1) each for
the following applications:
• Simulcast of the 470 Channel
• Fire Command channel
• 333 Channel
• Fire Response Channel
• EMS385 Channel.
The UHF upgrade portion of the project will add three (3) UHF base station repeaters, one to
support simulcast and two others as local area use repeaters.
Both VHF and UHF base station additions also require that the Motorola Gold Elite dispatch console
at the Sheriff’s department be upgraded with additional Base Station Interface Modules (BIMs) for direct
connection to the eight (8) new radios to be located at the North Adams site (the site of existing FM
radio station WUPE).
The proposed licensed point-to-point microwave system will provide the required connectivity from
the Sheriff’s office to the North Adams site as depicted in the system block diagram shown in Figure 4-5.
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Figure 4-5. Berkshire FFY09 VHF-UHF radio upgrade for North Adams and Williamstown.
The Alarm system components follow the system plan outlined in the above section (Subsection 4.1)
for FCC licensing of the alarm system – in addition to requiring added IP connectivity from Lenox
Mountain to the Sheriff’s Office dispatch facility.
The architecture of the MESH technology-based radio-alarm system places the server computer at
the Lenox Mountain hub site. The alarm system Server computer requires a local connection to a set of
dual IP-Link receivers, which in turn are connected to two (2) omnidirectional UHF antennas. However,
to relay alarm status information to the Sheriff’s Office, an IP network connection must exist between
the Lenox site and the alarm status computer at the Sheriff’s dispatch center. Fortunately, the existing
microwave link connecting Lenox Mountain and the Sheriff’s Office has a 4-DS1 capacity, with one DS1
yet uncommitted. The spare DS1 (T1 in telephone terminology) can provide 1.544 Mbps of Ethernet
connectivity using DS1 to 10/100BASE-T media converters. Additionally, the server needs public
Internet connectivity to “call home” to the system’s vendor for maintenance purposes. With appropriate
Fire-wall technology the alarm reporting function of the system will not be exposed to the public
Internet.
Figure 4-6 shows the geographic location of the microwave link, and the path analysis for this link.
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Figure 4-6. Proposed BCECG Microwave Path to North Adams.
Figure 4-7 shows the IP connectivity needed for the FRCOG alarm system, the alarm system server
located at the hub site, and its connectivity to the public Internet. Similar connectivity will be required
for the Berkshire Alarm System implementation.

4.2.4 Project Management Artifacts

Gantt chart. No task list or schedule data was available to form the Gantt chart, except for the grant
end date of 02/29/2012.
Basis of Estimate. No data was available to support development of the Basis of Estimate (BOE).
Risk and Risk Mitigation. The risks are low for microwave FCC licensing and equipment
procurement given adequate spectrum in the area. The VHF/UHF frequencies are currently licensed at
the North Adams site. However, links permitting Internet access are potential sources of system
disruption unless proper security design precautions are met.
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4.2.5 Future Growth

The proposed microwave link will have capacity for four (4) DS1 circuits. Only one (1) DS1 is needed
for current connectivity needs, so this additional capacity represents possible expansion of site radio
and other capabilities. The DS1 circuit will support twenty-four (24) DS0 four-wire communications
paths or Ethernet 10/100BASE-T connectivity with appropriate media converters at each end of the
Lenox-to-Sheriff’s Office microwave link.
Additionally the Sheriff’s Department envisions a microwave link connecting their dispatch center
with Brodie Mtn for MSP connectivity.

Figure 4-7. Alarm System IT (IP) Connectivity Requirements.

4.3

FCECS FFY09 Route-202 UHF Coverage Enhancement Project

4.3.1 Overview

The focus of the proposed FFY09 FCECS initiative is to improve UHF coverage in two different
geographic areas along the Route 202 highway in eastern Franklin County. The land mobile radio (LMR)
portion of the project will depend on a PSIC funded new site to be located in the Town of Athol in
Worcester County.

4.3.2 Funding

The funding for the Route-202 project is $300,000 and will be used for the procurement of LMR
equipment. PSIC funds will be used for all tower and related infrastructure costs.
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4.3.3 Detailed Narrative

The FCECS is governed by the FRCOG, which inaugurated the current FFY09 initiative comprised of
four (6) projects as follows:
1. Add a new microwave link from the new Athol radio site to Mt. Grace for connectivity into the
existing FCECS microwave backbone - the actual radio tower is being built with PSIC funds
2. Install a new regional UHF channel on the Athol site and perform a feasibility study on the
merits of adding simulcast radio gear at that location, either by moving that channel from Mt
Grace or installing new equipment.
3. Add a new regional UHF channel to serve the Route-202 area around the Town of Shutesbury
4. Perform an FCC license feasibility study for both Athol and Shutesbury sites to ensure the
availability of at least one UHF channel.
5. Additional receiver/voter for enhanced New Salem (Blueberry Hill) RT. 202 coverage.
6. Shelburne Control Dispatch upgrades (BIMs) for new channels.

Before any UHF coverage analysis from the potential Athol radio site was performed, it was prudent
to verify LOS microwave connectivity with the existing FCECS backbone network. Therefore, a line-ofsight (LOS) analysis was performed for a proposed link between the proposed Athol site and the existing
Mt Grace site. A microwave path analysis was performed by SAIC, for the reasons stated above, to
qualify the Athol site for further consideration in the LMR design phase of the project. Figure 4-8 shows
a functional block diagram for the Rte. 202 project, while Figure 4-9 shows the results of the path study,
indicating the central and surrounding Fresnel zone is free from path obstruction.
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Figure 4-8. FCECS Rte. 202 project functional block diagram.
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Figure 4-9. Path profile for the proposed Mt. Grace to Athol DPW microwave link.

4.3.4 Project Management Artifacts

Gantt Chart. No data was available to create preliminary Gantt chart for this project except for the
estimated grant end date of 02/29/2012, all other dates are speculative.
Basis of Estimate. No cost estimates needed to build or report a BOE, including a Bill of Materials
(BOM), was provided.
Risks and risk mitigation. The FCECS simulcast system currently employs ten (10) sites to provide
mobile coverage over approximately 90% of Franklin County, a 735 square-mile area. With this
simulcast system topology, adding new transmission sites to increase coverage area risks the creation of
unwanted time-delay-interference (TDI). This interference can produce unwanted coverage “holes” in
areas once experiencing acceptable voice communications. The standard mitigation approach for this
risk is to add radio sites with “low elevation,” that is, the lowest antenna height meeting local coverage
requirements while not producing TDI in once covered areas.
The Athol Department of Public Works (DPW) radio site is a potential low elevation site at
approximately 800 feet above ground level (AGL) versus the Mt. Grace site, which is greater than 2000
feet AGL. For this reason, the Athol DPW site is a good candidate for an additional simulcast transmitter
as well as a new regional-use repeater channel. However, further engineering studies are needed to
confirm the overall benefit to increasing FCECS coverage percentage within its licensed area of
operation as well as the TDI simulcast footprint. Apart from possible simulcast benefits, the Athol site
provides a strategic repeater location for increased regional communications capacity.
A second risk is that existing FCECS channels or new regional channels may be not available at a
perspective transmission site, such as the Athol DPW. Thus, an FCC license search of existing co-channel
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users is required to determine to what extent both simulcast channel and new regional channels are
available for license.

4.3.5 Future Growth

The complexity of adding sites to the established FCECS simulcast network and the current
availability of UHF channels limits opportunities to fill coverage gaps within the systems licensed area of
operation. However, the potential expansion of the FCECS system outside the political boundaries of
Franklin County (to the benefit of the region – moving east further into Worcester County) represents an
opportunity to improve radio interoperability for the Commonwealth. This would reduce the artificial
politically driven radio interoperability gaps for the region’s First Responders. This would also add users
whose contribution to FCECS resources would support further expansion and sustainment. The
precedent for a multi-county wide- area system was set by the Boston Area Police Emergency Radio
Network (BAPERN), which covers much more area than Boston proper to the benefit of these
responders.
In addition to coverage expansion, coverage extension to additional public safety disciplines, under
careful policy and SOP controls, offers a greater opportunity to improve regional situational awareness.
There may be many local public safety and service organizations that would benefit from this
connectivity, including existing users of the FCECS. Although dispatcher-controlled patching offers some
capability to meet these potential needs, it limits accessibility by those users who currently have no LMR
capability.

4.4

WMLEC FFY08 Simulcast Coverage Expansion Project

4.4.1 Overview

The WMLEC simulcast coverage expansion project involves adding new sites in areas west of
Franklin, Hampshire, and Hampden counties. The project’s purpose is not only to add coverage to
Berkshire County, but to also significantly improve coverage in what is known as the ‘Hill Towns” area,
which begins at the Berkshire county border with both Hampshire and Hampden counties. During the
previous budget cycle, the WRHSAC commissioned a study that recommended the addition of five (5)
new sites to improve UHF simulcast coverage. Verification of the studies recommendations is underway
as well as evaluation of the necessary microwave connectivity and finding opportunities for adding
redundancy where possible.

4.4.2 Funding

Funding for this project comes from several components, but totals $1,083,000.00.

4.4.3 Detailed Narrative

The WMLEC system currently provides simulcast coverage using five (5) radio sites and two (2)
separate channels (WMLEC1, WMLEC2).. These sites provide adequate voice radio coverage from
Connecticut to the Vermont border, principally along I-91, for regional Be-On the Look-Out (BOLO),
hailing and All-Points-Bulletin (APB) alerting. The WMLEC system is not dispatch-center centric, but
rather relies on all member agencies monitoring the channel at all times (at city/town dispatch centers
as well as mobile units). In order to ensure the critical situational awareness provided to member
agencies, continuous (7 X 24) monitoring of the WMLEC system is required. Participating agencies
uphold the policy that day-to-day generic communications are NOT permitted. For more routine public
safety communications activity, the system also employs up to two (2) regional repeaters at each
simulcast radio site. The goal of the proposed coverage expansion initiative is to extend WMLEC
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coverage into Berkshire County, making it a four-county system, as well as increasing coverage in the Hill
Towns area. Figure 4-10 shows a potential 10-site WMLEC configuration.

4.4.4 Project Management Artifacts (including Gantt Chart)

Gantt chart. No Gantt chart has yet been developed for this project.

Basis of Estimate. No BOE has yet been developed for this project.
Risks and risk mitigation. As described above, a leading technical risk associated with simulcast
expansion includes generation of TDI where it didn’t previously exist at levels resulting in disruption to
voice communications. The lack of available UHF channels for WMLEC expansion produces both cost
and schedule risk to the project, mitigated by performing the standard due diligence in spectrum
searches at suitable transmission sites before procurement processes are initiated.

Figure 4-10. Potential 10-site WMLEC UHF-simulcast network configuration.

4.4.5 Future Growth

The WMLEC system provides a critical police mutual aid function applicable to the Commonwealth
and well beyond the current communities covered. This expansion project could be one of several
projects over the coming years designed to further expand its geographic extent. In addition to
expansion, consideration can be given to the addition of other forms of alerting that would benefit the
communities involved in the event of a greater array of hazards (e.g., tornado) as well as providing
expanded situational awareness for the police agencies who are its current users. Thus, the operational
benefit of WMLEC may be expanded to include alerting for an expanded variety of threats and threat
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response awareness without disrupting its police mission – particularly when emergency or disaster
scenarios necessitate its use for expanded public safety and security missions.

4.5

FFY 10 - Interoperability Resiliency (Hardness) Project

4.5.1 Introduction 6

The WRHSAC seeks to identify single points of failure in regional public safety communications
within its jurisdiction. While the region does have robust communication capabilities, those systems all
have at least one, if not several, potential single points of failure that put these critical public safety
communication systems at risk (see Figure 2-4). This project will identify system redundancy /
hardening solutions, prioritize those solutions by effectiveness, and implement the solutions. In
addition, reliance on single vendors and technologies being phased out (e.g., 25-kHz LMR equipment in
the VHF and UHF bands) or non-standardized reduces the long-term supportability of critical public
safety systems. Therefore, an overall study of regional interoperability resiliency – including site and link
hardness requirements – is essential to sustainment of this capability in future.

4.5.2 Detailed Narrative

Improving Western Region interoperable-system resiliency requires trade-off analyses through the
use of best-practices-based business-case analysis, which necessarily includes cost/benefit analysis.
Prioritization of possible investments would include such considerations as the importance of the
communication system mission for resiliency upgrade given the nature and scope of the threat to the
region’s population, the speed and cost of repairing the lost capability versus the type of failure
occurred, and the overall resilience requirements of the region to all-hazard scenarios. Figure 4-11
shows a complete business-case analysis methodology.

Figure 4-11. Business Case Analysis methodology. 7
6

Derived from the WRHSAC Project Justification (PJ).
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Expected outcomes for the project include:
• Enhanced regional interoperable communications capacity
• Redundant UHF communications
• Improved public safety coordination and emergency response
• Enhanced effectiveness and efficiency of information sharing
• Further development of the statewide communications interoperability plan.
Project stakeholders include agencies spanning Fire, Police, EMS, dispatch centers, BCECG, WMLEC,
FCECS, CMED users, MSP, municipalities, community members and the included cities and towns within
the Commonwealth, all of whom are expected to benefit from this investment. Related initiatives
include cross-system interoperable communications, on-site incident management with greater
situational awareness; faster and more complete / secure public safety and security response, and
overall improvement in regional situational awareness through shared intelligence/information sharing
and authorized dissemination. Figure 4-12 depicts conceptual resilience planning for the regions
microwave backbone, including sources for additional connectivity backup.

4.5.3 Project Management Artifacts (including Gantt Chart)

Gantt chart. A preliminary Gantt chart for this project is shown in Figure 4-10.

Basis of Estimate. No BOE has yet been developed for this project.
Risks and risk mitigation. There are several risks associated with planning for resiliency that are
inherent in the opportunities arising from alternatives identification (Step 4 in Figure 4-8). First, there is
a risk of loss of control over backup segments not owned by members of the WRHSAC. This risk is
mitigated through collaborative development of proper MOUs and SOPs. Other technical, cost,
schedule, policy and political risks should be included in the business-case analysis.

7

From Figure 4.16 of Achieving interoperability.
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Evaluate WRHSAC
microwave network
topology for single points of
failure and failure modes to
develop vetted requirements
for potential resiliency
solutions

Set up east-west
loop with star
topology in regional
network with one
hub per 2/3 remote
sites
Add strategic
microwave hops
as alternative
paths with hot
standby
equipment

Identify potential
alternatives for resiliency,
e.g., redundant backhaul,
relative to each stakeholdervetted requirement from
vulnerability analysis

Add WRHSAC
microwave network
element manager
Upgrade microwave
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Ethernet analog
voice with alarm
network riding on
microwave data
backhaul

Regional enterprise
architecture and
Program Management
Plan (PMP)

“Tool Box” of
potential
capabilities

Assess resulting costs and
benefits for each alternative as
well as inherent risks of
alternative point-of-failure
solutions and select those with
greatest resiliency benefit for
acceptable cost

Sharing
resources sand
sites with MSP
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over data networks

Engage in the
Massachusetts
broadband
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other Commonwealth
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For each selected best
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plan, including detailed
operational and system
enterprise views and project
management plan

Figure 4-12. Preliminary workflow for resiliency project.

4.5.4 Future Growth

The geographic expansion, discipline extension, interconnect-based (i.e., patching) interoperability
and improved resiliency are necessary goals of the natural evolution of WRHSAC interoperability
systems towards achieving holistic interoperability for day-to-day as well as major emergency/disaster
scenarios. This technological revolution will also require an evolution of SOPs used by multiple agencies
as part of the regional Concept of Operations (ConOps) for any day-to-day or major event scenario.
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5

Findings and Recommendations

This section of the report presents observations and conclusions drawn from the work performed in
developing the project updates for the WRHSAC. Its scope includes, but is not limited to, the projects
themselves, and includes the approach to project management, the scope of the interoperability
problem and the role of existing systems in the Western Region.

5.1

Project management artifacts

5.1.1 Finding #1: Additional project documentation and management artifacts are
required

The Gantt chart, BOE and risk artifacts, perhaps among others, are needed to better understand,
forecast, and control all WRHSAC projects.

5.1.2 Recommendation #1-1: WRHSAC project coordinators provide PM artifacts inputs

Project managers will be interviewed using a short survey template to capture the data needed to
create important PM artifacts, including enterprise views, geographic system maps (as necessary) and
block diagrams. The next update of this report will contain the additional PM details offered by these
artifacts.

5.1.3 Recommendation #1-2: Institutionalize PM artifacts in the WRHSAC
Require that all future WRHSAC projects employ the same standard PM artifacts.

5.2

Communications Interoperability Planning

5.2.1 Finding #2: Interoperability vision and strategic plan required for Western Region

There is no documented and vetted interoperability vision and strategic plan for the region. Such a
plan would consider operational and system capabilities for all WRHSAC interoperability systems,
including resilience, in the long term and define project initiatives to achieve these capabilities in a
unified and economically efficient manner.

5.2.2 Recommendation #2-1: Create an interoperability strategic plan

An interoperability vision and strategic plan for the region is required so that the envisaged 5/10year capability to share information and coordinate across the Western Region and with Central Region
and inter-state responders, among others, is collaboratively sought and achieved. This plan can be
developed through collaborative sessions with representation from all regional stakeholders over the
long term.

5.3

Training Needs

5.3.1 Finding #3: Berkshire Sheriff

Need exists for COM-L and COM-T training. No training provided since Rick left.

5.3.2 Recommendation #3-1: Teleconference/ThinkTank

Could SAIC provide a lunch telephone conference session to discuss this issue (using Thinktank) and
see if the training is something SAIC could provide as a Webinar offering or a lunch session. SAIC has
people and resources to support this.
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5.4

Antennas to be added to North Adams Tower

5.4.1 Finding #4: FFY09 Berkshire Simulcast Build Out.

Observations from the Site Survey, on top of the North Adams site (WUPE-FM) site, showed that
the proposed microwave link to the Berkshire Sheriff office needs to be southern oriented on existing 4”
O.D. pipe mount on 3-leg (self-supporting) tower on North Adams site. There were two whips available
on the guyed and painted tower no longer used. The new systems requires the mounting of a
microwave antenna (4’ diameter), two (2) UHF transmit and receive antennas and combined VHF Tx/Rx
Antenna on the tower.

5.4.2 Recommendation #4-1: Tower Drawings

Need to sketch up location of proposed antennas to get concurrence.

5.5.1

5.5

Interoperability Hardness

Finding #5: Alternate Networks

Identify alternate networks that can provide extensibility to the network and redundancy.

5.5.2 Recommendation #5-1:

Develop excel spreadsheet identifying all strategic nodes and entities as well as adding
Massachusetts State Police nodes, and the Massachusetts Broadband Initiative fiber optic node sites.
Weight the value of each node to identify priority of sites and availability of alternate networks to
support public safety information.

5.5.3 Recommendation #5-2:

Evaluate access to Massachusetts State Police Network; verify locations and availability dates for
Mass Broadband Initiative deployment.

5.6

Narrow Banding

5.6.1 Finding #6

The vast majority of VHF radio systems cannot migrate to narrow-band operation. Therefore, a
complete equipment upgrade will be necessary.
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6

List of Acronyms

This table contains a full set of acronyms relevant for the project, not only those contained within
this document.

AES
AGL
AMPS
ANSI
AVL
BAPERN
BCECG
BOE
BOM
CAD
CASM
CBR
CBT
CCTV
CI
CMED
CMMI
ConOps
DHS
DMS
EDACS
EMS
EOPS
EOPSS
ESF
FAA
FACTPack
FAMTRAC
FCC
FEITC
FEMA
FCECS
FFY
FRCOG
HF
HS
HSEEP
HSGP
IA
ICS
IEEE

Advanced Encryption Standard
Above Ground Level
Advanced Mobile Phone System
American National Standards Institute
Automatic Vehicle Location
Boston Area Police Emergency Radio Network
Berkshire County Emergency Communications Group
Basis of Estimate
Bill of Materials
Computer Aided Dispatch
Communications Asset and Survey Mapping
Chemical, biological, and radiological
Computer Based Training
Closed-Circuit Television
Cromack Industries, Inc.
Central Medical Emergency Direction
Capability Maturity Model Integration
Concept of Operations
Department of Homeland Security
Department of Management Services
Enhanced Digital Access Communication System
Emergency Medical Service
Executive Office of Public Safety
Executive Office of Public Safety and Security
Emergency Support Function
Federal Aviation Administration
Fully Automated Coverage Testing Package
Fire & Ambulance Mobilization Tracking System
Federal Communications Commission
Florida Executive Interoperable Technologies Committee
Federal Emergency Management Agency
Franklin County Emergency Communications System
Federal Fiscal Year
Franklin Regional Council of Governments
High Frequency
Homeland Security
Homeland Security Exercise and Evaluation Program
Homeland Security Grant Program
Information Assurance
Incident Command System
Institute of Electrical and Electronics Engineers
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IMTS
IPG
ISO
KO
LMR
LOS
LTA
MAPC
MBTA
MEMA
MOU
MSP
NEMLEC
NERAC
NFPA
NIMS
NPSPAC
OEC
OV
PC
PDA
PEO
PJ
PM
PMI
PMP
PS
PSAP
PSIC
RF
RFF
RFP
RSB
SAIC
SCADA
SCIP
SDR
SE&I
SEMP
SETA
SINCGARS
SME
SOP
SoR
SOW

Improved Mobile Telephone System
Interoperability Gateway
International Standards Organization
Kick off
Land Mobile Radio
Line of sight
Lighter-than-air
Metropolitan Area Planning Council
Massachusetts Bay Transportation Authority
Massachusetts Emergency Management Agency
Memorandum of Understanding
Massachusetts State Police
Northeastern Massachusetts Law Enforcement Council
Northeast Homeland Security Regional Advisory Council
National Fire Protection Association
National Incident Management System
National Public Safety Planning Advisor Committee
Office of Emergency Communications
Operational View
Personal Computer
Personal Digital Assistant
Program Executive Office
Project Justification
Project Manager
Project Management Institute
Project Management Professional or Project Management Plan
Public Safety
Public Safety Answering Point
Public Safety Interoperable Communications
Radio Frequency
Radio Fixed Facility
Request for Proposal
Radio Services Bureau
Science Applications International Corporation
Supervisory Control and Data Acquisition
Statewide Communications Interoperability Plan
Software Defined Radio
Systems Engineering and Integration
Systems Engineering Management Plan
Systems Engineering Technical Assistant
Single Channel Ground and Airborne Radio System
Subject Matter Expert
Standard Operating Procedure
Statement of Requirements
Statement of Work
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SQL
SV
SWOT
TETRA
TM
UASI
UHF
USCG
UTAC
VHF
VTAC
WBS
WMLEC
WRHSAC

Simple Query Language
System View
Strengths Weaknesses Opportunities Threats
Terrestrial Trunked Radio
Technical Manager
Urban Area Security Initiative
Ultra-High Frequency
United States Coast Guard
UHF Tactical
Very High Frequency
VHF Tactical
Work Breakdown Structure
Western Massachusetts Law Enforcement Council
Western Region Homeland Security Advisory Council
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